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Dedication

This book is dedicated to David Hawkins, {appleldecwrllhplabs}!well!dhawk
It was David who taught me my first serious addition to a Unix command line:
command | awk '{print $33}' | sort | uniq -c | sort -nr

and this quote from Horace—

To know all things is not permitted.

—to which David's response was

...But you can still go deeper ...

David died on July 24, 2000. There is an online memorial
at wwwi.river.org/~dhawk/memorial.html.
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INTRODUCTION

This book is a small part of a big revolution. The revolution is the introduction of the
Unix operating system into the everyday computing environment of regular computer
users. Never before have so many people had access to a common, powerful, and sta-
ble platform that is open to being reshaped through the collaborative efforts of all who
wish to contribute.

Mac OS X is now the world’s most common version of Unix on the desktop, and you
are among the first Mac users to dig into the tools that await you below the surface. If
you're not a Mac user and are thinking about Mac OS X, jump right in—you'll be able
to follow the book just fine. If you are an experienced Unix user wondering about Mac
OS X, take it from us, it really is Unix—not almost, not sort of, but actual, real Unix
with the Lovely Mac Interface.

This book is intended to help you, the adventurous Macintosh user, explore the power
and variety of the Unix substructure upon which Mac OS X elegantly builds.

Unix is an operating system, and obviously you have used other operating systems in
the past—at the very least, you have used the Macintosh operating system, and per-
haps Windows, or even DOS. Unix is different. The other operating systems have a
sharp distinction between the operating system itself and the applications you use
with it. In Unix, the distinction is much less clear.

In learning Unix, you will use a collection of separate applications to do things like
copy files, create new folders, view information like file size and date modified, and
perform all the tasks that in other operating systems are part of the one big applica-
tion that is the “operating system.”

It has been said that if Unix were an airplane, it would have been built by all the fre-
quent fliers who over the years showed up at the airport with new and/or improved
pieces for the airplane. Each time someone had a better, faster (and sometimes even
easier) way of doing something, all the other frequent fliers—along with the engineers

ix
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Introduction

working for the airplane manufac-
turer—would crowd around and argue
over the benefits of the new tool.

In many cases a new tool (or toy)
became a standard part of the airplane.
Unix was invented in 1969, but it wasn't
until the early 1980s that engineers at the
University of California at Berkeley
added the code for communicating on
the Internet directly into the core (or ker-
nel) of Unix. The tools for viewing files
and monitoring the operating system
have evolved constantly over the years.

New tools are added frequently. Each of
them is a separate piece of software, with
its own collection of features, options,
and tricks for using it; and all of them (or
almost all) are designed to be combined
with each other in the way that words
are combined to make a sentence.

All this means that Unix has evolved
organically over the past 30-plus years,
and continues to evolve, very much as a
language evolves. In this book, we teach
you how to think and act in Unix step-by-
step, providing you with both a sequential
learning process and a reference you can
return to in the days to come as you
become more and more adept.

Learning Unix is like learning a lan-
guage—it all comes together to make
some kind of sense, but there are idio-
syncrasies and bits of historical stuff
that pop up. It is not smoothly mono-
lithic, but rather it is gloriously rich and
complex. Instead of words, though,
Unix has tools.

In Unix we call these tools commands,
and you will start thinking about
“which command to use” just as if you
were some kind of authority figure, or
wizard, which indeed you are on your
way to becoming. Unix experts some-
times speak of “invoking” commands,
as if they were magic spells. Perhaps
that is not far from the truth.

You will see more similarity between
Unix and language as you recognize
that Unix commands achieve much of
their value from the ways in which they
can be combined with each other and
even modified as the need arises.

This book teaches you how to perform
the tasks necessary to accomplish tradi-
tional actions with your computer.
Performing a task in Unix is frequently a
matter of using two or more commands
in a particular sequence. For example,
you will use one command to create a
new folder, another command to move
within that folder, then another com-
mand to create a file, and still another
command to set the permissions on the
file so that you can control who is
allowed to use it.

Unix is a world where a string of com-
mands displays a specificity so unique, it
results in an exact execution of your
intention. Although such an incantation
may seem obscure to a novice, the expe-
rienced user will see only directness,
simplicity, and precision. We'll help you
move from the former to the latter.

X



Introduction

Who Is This Book For?

This book was written primarily with three
audiences in mind:

O Experienced Mac users who want to
learn Unix.

You are the folks who we expect will actu-
ally read and use this book.

We don't expect you to know anything at
all about Unix before you read the book
(but you will know a great deal about it
when you are done). We'll teach you all
the basic Unix skills and provide you with
a solid reference book to turn to in the
future.

We assume that you are adventurous, cre-
ative, and curious (hey, you are a Mac
user, after all).

We also assume that you have experience
with the Macintosh and have become
comfortable with the new Aqua interface
introduced in Mac OS X. If you are new to
Mac OS X, we suggest that you also read
Peachpit Press's Mac OS X: Visual
QuickStart Guide, by Maria Langer.
(www.peachpit.com/books).

O Beginning Unix users who are excited
about using Unix on the Macintosh.

If you are a new Unix user who has
learned a little Unix already, you'll find
this book a thorough reference for all the
basic Unix skills. It will probably teach
you a few things you haven't learned yet.

Expert Unix users. You have installed and
configured Unix systems in your sleep.
You know the differences between the
System V and BSD versions of the ps
command. You have a favorite in the vi
versus emacs debate. Your Unix-novice
Mac-using friends keep calling you for
help with cd and 1s.

If you already know your way around
Unix, the simple fact is that you already
know your way around 90 percent of Unix
on Mac OS X. As we describe in Chapter
1, Mac OS X includes a complete Unix
system, Darwin, that is based mostly on
FreeBSD 4.4 and that you can use just like
any other Unix system. Yes, there are a
few differences (marked in this book with
the Darwin mascot, Hexley),

but mostly it’s the same as other Unix
systems you have used.

We hope you'll buy this book by the case-
load and give copies to friends who are
new to Unix, so they’ll stop pestering you
with basic questions.

Xi

$¥04 009 SIHL S| OHM



WHAT’S IN THIS BooK?

Introduction

What’s in This Book?

Simply put, an introduction to Unix.

We give you instructions on how to perform
dozens of tasks using standard Unix tools. At
least 90 percent of what you will learn from
this book applies to other Unix systems, such
as GNU/Linux, FreeBSD, and Sun Micro-
systems'’ Solaris.

The book consists of 15 chapters, containing
more than 400 specific tasks that cover every-
thing from the basics of using the Unix com-
mand line to Unix system administration and
the installation and configuration of Unix
software.

An introduction to Unix

We start off by introducing you to Unix itself
in Chapter 1, “What is Unix, and Why Is It
Good,” in which we explain what Unix is, and
describe the relationships between Mac OS
X, Unix, Darwin, and Aqua.

The basics of the Unix
command-line interface

In Chapter 2, “Using the Command Line;” we
teach you the basics of the command-line
interface. This is the primary interface to
Unix, and almost every task in the book is
performed using only the keyboard; the
mouse is hardly used at all.

In Chapter 3, “Getting Help and Using the
Unix Manual,” we teach you how to find and
read the Unix documentation and how to get
more help.

In Chapter 4, “Useful Unix Utilities,” we give
you instructions for the most common and
useful Unix utility programs, including file
compression and searching for text, as well
as for a set of utilities that are unique to
Mac OS X.

Chapter 5, “Using Files and Directories,” pro-
vides more detailed instruction in the funda-
mental Unix skills of moving around your
disk, and of viewing, creating, copying, and
renaming directories and files (directory is
what Unix calls a folder).

Beyond the basics: editing,
permissions, and programming

Chapter 6, “Editing and Printing Files,” is
devoted to the use of Unix tools to perform
these functions. We teach you how to use the
standard Unix editor (called vi), which is a
keyboard-only editor (no mouse!) that is
available on virtually every Unix system in
the world.

In Chapter 7, “Configuring Your Unix
Environment;” we teach you how to create
shortcuts (aliases in Mac-speak) for com-
mands and change settings (called environ-
ment variables) that many Unix programs use.

Chapter 8, “Working with Permissions and
Ownership,” teaches you how to work with
one of Unix’s more complex facets. We show
you how to view the permission settings on
files, how to change them, and what each of
the dozens of possible settings means.

Chapter 9, “Creating and Using Scripts,” is an
introduction to simple Unix programming.
We teach you about the fundamental build-
ing blocks of all programming and how to
use each of them: variables, arguments,
expressions, control structures, user input,
and functions.

xii



Introduction

Using the Internet

Chapter 10, “Connecting Over the Internet”
covers several different methods for interact-
ing with other machines over the Internet.
These include logging in to other machines
using a command-line interface, and trans-
ferring files between machines.

Intermediate skills —system
administration and security

Chapter 11, “Introduction to System
Administration,” is a hefty introduction to
managing Unix systems. We show you how
to use the all-powerful “root” account, add
and remove users, back up essential files, run
commands automatically, monitor system
use, and perform some basic repairs using
Unix tools.

In Chapter 12, “Security,” you'll learn about
the security of your machine and how to

improve it, and we pay particular attention
to measures that can protect your machine
from attacks that come across the Internet.

Installing and configuring
software

The last three chapters take you deeper into
Unix by teaching you about the installation
and configuration of Unix software.

Chapter 13, “Installing Software from Source
Code," gives instructions on how to down-
load and install the vast collection of Unix
software that is available in source-code form.
This is software for which the underlying
programming code is available for download,
and which you then turn into usable soft-
ware though a process called compiling.

Chapter 14, “Installing and Configuring
Servers,” continues the theme of software
installation by concentrating on server soft-
ware. This is software that runs on your Mac
to provide services to other machines over a
network (typically over the Internet).
Chapter 14 teaches you about servers that
enable your Mac to be a Web server, an email
server, a file-sharing server for other Macs
and for Windows machines, and more.

Chapter 15, “More Open-Source Software”
(on the Web at www.peachpit.com/umox)
introduces you to eight more packages,
selected for the diverse range of features
they offer.

Glossary and where to learn more

Finally, we provide a glossary to help you
quickly find the meanings of many terms that
are found in the book (we also explain each
one as it appears, of course!), and an appendix
listing places to get even more help, including
asummary of most of the Web sites we refer
to throughout the course of the book.

xiii
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Introduction

How to Use This Book

Unix for Mac OS X: Visual QuickPro Guide is
designed so that each chapter builds upon
the skills and understanding taught in the
preceding chapters. So before we teach you
how to edit files using Unix tools (in Chapter
6, “Editing and Printing Files”), for example,
we show you how to work with files in general
(in Chapter 5, “Using Files and Directories”).

O If you are completely new to Unix, we rec-
ommend that you work your way through
the book chapter by chapter, at least
through Chapter 12, “Security”

O If you already know a bit of Unix, take a
few minutes to skim through the first six
chapters, and if you already know the
skills we cover, see if you want to work
through them in detail. Then decide if
you want to work through the book chap-
ter-by-chapter or use it as a reference as
you poke around Mac OS X on your own.
You'll find instructions on getting to the
command line in Chapter 2, “Using the
Command Line”

O If you are a hotshot Unix expert, gift wrap
the book and give it to your favorite Mac
user.

Most of this book consists of specific tasks
laid out in a step-by-step fashion, with
accompanying illustrations and examples of
your input and the computer’s output. The
chapters and tasks are intended to be used
as a tutorial, to teach you how to perform
and understand the particular tasks and
larger concepts. The book is also meant to be
a reference work you will come back to as
you continue to learn Unix, and you find and
create more uses for Unix.

Graphic conventions

We use the following graphic conventions
throughout this book:

Keyboard symbols

Where we want to indicate that you must
press a particular key, we use special symbols
suchas m— and €<=

Whenever we show you a command or line

of text to type into the computer, we assume

that you will press m— at the end of the

line unless we tell you not to. To avoid visual

clutter and repetition, we do not put the
m— symbol at the end of every line.

bold

Used for figure and table references. For
example, “Figure 0.1 shows the ‘layers’ of
Mac OS X, with the Aqua user interface on
‘top’ and the Darwin Unix layer at the foun-
dation. Table 0.1 is an example of a table”

Aqua
Closed
Source
Programming Resources
: Open
SELCL Source

Figure 0.1 Diagram showing the large-scale software
layers of Mac OS X with the Aqua user interface on
top and the Darwin Unix layer at the foundation.

Xiv
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Figure 0.2 Example of using the Unix command line.
The highlighted text is typed by you, the user; all
the other text comes from the computer.

Table 0.1
Example of a Table

TABLE ENTRY MEANING/DESCRIPTION

Unix A multiuser, multitasking operating system
available in more than 100 different ver-
sions.

POSIX A standard for Portable Operating System
Interface for Unix.

About “vanilla”

Throughout this book we use the made-
up user name “vanilla” (and sometimes
another one called “puffball”).

Whenever you see vanilla, you should
substitute your own short user name.
Your home directory has the same name
as your short user name.

code text

Used for Unix command-line text, including
Unix commands and filenames. Basically, if
you see something in code text, that means it
is literally what would be typed into or would
come out of the computer. If a line of text is
too long for this book’s margins, a gray arrow
indicates that the code should be typed on a
single line.

code highlight

Used in figures to distinguish text you type
in from text that comes from the computer.
Figure 0.2 is an example of how code text

and code highlight appear in a figure.

code italics

These indicate text that you type into the
computer but where you must substitute the
appropriate value for the italicized text. For
example, if you see

1s -1 filename

then you would type the 1s -1 part literally,
and then the name of a file instead of i 1enarme.

body-text italics

Used for emphasis and also to introduce
words and phrases that are likely to be unfa-
miliar to Unix novices. For example, “The
Unix concept of the working directory is sim-
ilar to the GUI concept of the active window!”

case-sensitivity

In Unix, filenames and command names are
case-sensitive. The Macintosh preserves the
case when it stores filenames, though they're
case-insensitive. This means that there are
some situations in which COMMAND and
command are the same, but because those
are exceptions and because case-sensitivity
is the Unix standard, we assume that all
commands and filenames are case-sensitive
unless otherwise noted.

XV
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Darwin-specific features

The image in Figure 0.3 is Hexley, the mas-
cot/logo for Darwin, which is the name of the
Unix part of Mac OS X (see www.hexley.com).
We use Hexley to indicate features of the Mac
OS X’s Unix environment that differ from
most other Unix versions. Most of the Unix
features of Mac OS X do not differ from other
Unix systems.

The Hexley Darwin OS mascot is © 2000 by
Jon Hooper, all rights reserved. Used with
permission. Permission to use the mascot
may be obtained from Jon Hooper, 646 Luton
Drive, Glendale, CA 91206, or via email at
jonhoops@mac.com.

Mac OS X—specific feature

The icon at right is used to indicate a Unix
feature that occurs only in Mac OS X. For
example, there are some Unix tools included
with Mac OS X for dealing with files created
by older Mac applications, but these tools
are not standard parts of any other version
of Unix.

Figure 0.3 This is Hexley, the mascot/logo for Darwin.
Darwin is the name of the version of Unix used as the
foundation of Mac OS X.

Figure 0.4 This icon is used to indicate a Unix feature
that is available in Mac OS X and is not a standard
part of other versions of Unix.

Developer Tools folder

By pariibmn

M M A
=r L F
Campuier Harms dppliasiinr
Aol aboorsi | Mlae 05
iramar
7
| N S
1T oanbis innitabies Lisg Late Bocabing My
B -

Library priaaie

() IESIEM

Figure 0.5 A Finder window showing the top level of
the system disk. The folder containing the Developer
Tools is highlighted.
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Requirements

There are a few requirements for effectively
using this book. Odds are, you already have
all of them covered.

Adventurous and enthusiastic
attitude

This is the most important requirement. If
you meet this one, you will be able to master
the others or do without them. Learning
Unix is about learning a richly diverse collec-
tion of tools that are part of a lively ecosys-
tem of software development. Unix is an
environment for collaborative computing,
and by stepping into it, you become part of
an ongoing human phenomenon.

OK, enough philosophy. Here are the techni-
cal requirements:

Mac OS X 10.2 or later

This book is based on Mac OS X version 10.2
(Jaguar). If you have an earlier version of Mac
0S X, then a few things will be different from
their descriptions in this book.

Be an administrator

You must be logged in as an “administrative
user” for many of the tasks covered in this
book, particularly for installing software and
conducting system-admin tasks. If you aren't
sure what an administrative user is, go to the
Help menu in the Finder and search on
“administrative user”

Have the Developer Tools
installed

Several parts of this book require that you

have the Mac OS X Developer Tools installed.
This is a collection of software included with
Mac OS X but not always installed by default.

Depending on which version of Mac OS X
you have, the Developer Tools may already be
installed. If you have a folder called
Developer at the top level of your hard drive,
then the Developer Tools are installed.
Figure 0.5 shows a Finder window with the
Developer folder highlighted.

The Developer Tools may be on a separate
CD that you must install. If you don't have
the CD, there may be an installer application
in your Applications folder (in the Installers
folder). Also, you can find links to download
the Developer Tools from
http://developer.apple.com/tools/ or
http://connect.apple.com.

Connection to the Internet

Many of the tasks in the book assume that
your machine is connected to the Internet,
particularly those tasks involving interacting
with other machines over networks.

xvii
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